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we are talking of pioneering guidelines for the 
compatibility testing of terminal devices. These 
guidelines are partly MNO-specific and are 
intended to ensure that critical technologies like 
OTA , CAT-TP or BIP are subject to close scrutiny. 
There are also industry-wide guidelines that 
evolve when the driving force is an affiliation 
of several MNOs. Consequently, it is no wonder 
that the growing relevance of MNOs as providers 
of these applications is a recurring topic of this 
issue when discussing the evolution of new 
test standards. 

As a provider of test solutions in the smart card 
and smart card interface sector, COMPRION 
welcomes the trend for  test plans that are more 

closely matched to  the requirements of the re-
spective applications and thus do justice to the 
complexity of the closely interlinked interfaces. 
We see it as our duty to reduce this complexity 
in such a way that it becomes understandable 
for as many users as possible. With this issue of 
Testability Times, we hope to come a little closer 
to this goal.

Yours sincerely,

Michael Wehmeier

In order to reduce the probability of disagreeable 
surprises with tested devices in the field as much 
as possible, the providers of such services – the 
mobile network operators (MNOs) – conceive test 
plans that not only check the individual interfac-
es thoroughly, but also their interaction in terms 
of the application. 
We at COMPRION have always focused on effi-
cient and extensive test solutions around the 

UICC’s territory. In the last years, our experience 
in implementing many requests for applica-
tion-oriented test case packages – mainly from 
the MNO customer base – has substantially influ-
enced the creation of specifications which have 
become test standards in the meantime.

This issue of our Testability Times wants to let 
you participate in the fruits of this work, since 

In the recent past, the smart phone has been rapidly  extending its integration into  all our daily 
lives like no other technical device. Particularly, the NFC interface extends a smart phone’s sphere 
of action and makes it the  user interface  for non-telecom applications. Ticketing, access control 
and payment are sensitive areas which can only work reliably and safely if the technologies and 
interfaces, particularly those concerning the UICC – acting as secure element – are sufficiently 
tested before release.

Michael Wehmeier
Managing Director
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Comprehensive Approach for 
NFC Handset Conformance Testing

NFC is on everyone’s lips. Terminal and card vendors, network operators, financial institutions, and 
many others have been discussing the benefits and limits of contactless communication for quite some 
time. The number of people who have to contribute something to the topic of NFC seems to be growing 
almost every day. Experience has shown that new lucrative technologies attract many new players. 
Consequently, rules are indispensable.

The GSMA TS.27 NFC Handset Test Book is a 
collection of test cases that verify mobile de-
vices supporting UICC-based NFC services. The 
underlying device requirements are defined in 
the document GSMA TS.26 NFC Handset Require-
ment. Both documents are developed within 
GSMA as a joint effort between network mobile 
operators, mobile device and chipset vendors, 
and the test industry. The history behind the 

creation of these documents and a detailed view 
into the current release state is given in the fol-
lowing article written by Katrin Jordan (Deutsche 
Telekom AG). 

The test cases contained in the test book 
are either defined directly in the test book or 
mentioned by references to test specifications 
defined by ETSI, 3GPP or SIMalliance.  

TS.27 NFC Handset Test Book Structure 

The structure of the test book is focused around 
the mobile device with references to the main 
components of an NFC-enabled device. Testing is 
defined as testing the device and its key compo-
nents with supporting equipment from NFC tag, 
card readers and the mobile network.

The test cases themselves arise from the re-
quirements of the different NFC services. Both, 
the individual services and the requirements are 
described in the following chapters.    

Figure 1 
The structure of the test 
book follows the general 
NFC device architecture

  Chapter 3
  ▪ Tag read/write
  ▪ Card Reader
  ▪ NFC Controller/SWP/HCI

  Chapters 5+6+7
  ▪ SEAC
  ▪ OMAPI
  ▪ Multipe Card 
   Emulation Environment

  Chapter 8
  ▪ UI Application Triggering

  Chapters 11+12
  ▪ APN Management
  ▪ NFC Remote Management

  Chapter 13
  ▪ General Device Support

A

B

C

D

E

Page 04 | 05 Testability Times 01 | 2014



ISO 7816

SWP/HCI

NFC

TEST CONTROL

Open Mobile API

SE Access Control

NFC Stack

Event
Transaction

Reader/Writer
Mode

Card Emulation
Mode

NFC
Controller

UICC
Interface

Host PC

Prove 2 
• UICC Simulation

• Monitoring Interface

CLT One 
• NFC Simulation

• NFC Monitoring

NFC Services

Around the world, there is a great number of 
different NFC services launched or on trial which 
cover many different types of use cases. NFC 
services can be categorized from many different 
angles. We will make a simple categorization 
which relates to the use cases and related re-
quirements defined in TS.26. We will look at the 
following two types of NFC services:

1. Secured services using a 
 secure element (SE) on the UICC
2. Non-secured services

A typical use case for secured services is a pay-
ment service where a credit card or debit card is 
replaced by a mobile device simulating the card. 
This is called card emulation mode. When the 
device offers the card emulation mode, users are 
able to make payment using their mobile devices 
via Near-Field Communication at an NFC-enabled 
payment terminal in a shop or restaurant. The user 
normally enters the PIN on the mobile device user 
interface. However, many payment providers offer 
payment of limited amounts without PIN query. 

A non-secured NFC use case can be a ticketing 
service in public transportation where a purchased 
ticket is downloaded to the device instead of the 
physical ticket. Especially in mass transportation, 
it can be crucial for the flow of people that the 
NFC transaction time fulfils minimum requirements. 
Just imagine what happens to the queue if the 
reaction time is 2 seconds instead of 0.5 seconds.

Another typical use case would be reading and 
writing NFC tags, for example for “Touch & 
Order”, where the user reads an NFC tag to start 
a purchase process via internet or simply reads 
a business card to be stored in the phonebook. 
This mode is called reader/writer mode where 
the device acts like an NFC tag reader.

NFC Handset Requirements

A big amount of device (that means handset) 
requirements that shall enable a failure-free NFC 
operation (interoperability between device and 
NFC Tag/reader) are described in the TS.26 NFC 
Handset Requirements document. Examples of 
requirements are: 

■	 Tag Reading and Writing
Tag reading and writing requires the device to 
support and handle the available NFC tag for-
mats and to work at a defined distance between 
device and tag of 0-4 cm. Currently 0-1 cm is 
mandatory and 1-4 cm is optional. 

The device is required to support NFC Forum 
Tag Types 1, 2, 3 and 4 which provide different 
functions and memory sizes. All of the tag types 
have their own NDEF (NFC Data Exchange Format) 
and can be personalized with different contents 
and formats, for example vCard, SMS or URL. 
The test book includes various test scenarios to 
ensure that the device is able to read and write 
the different tag types and contents.

■	 Card Emulation Mode
A device that supports card emulation mode is 
required to activate the card emulation mode as 
soon as NFC is activated so that the user is able 
to make payments or buy tickets. In order to en-
sure positive user experience, the card emulation 
mode must work even when the battery is low. 
Additionally, it is required that card emulation 
mode works at a defined distance between de-
vice and terminal of 0-2 cm. 

■	 Low Battery 
It is important for the user that the NFC func-
tionality related to payment or ticketing services 
works independently of the device battery level. 
If the user’s device is turned off due to low bat-
tery, an NFC transaction must still be possible. 

In such a case, it is 
important that the 
device works cor-
rectly when the NFC 
controller is pow-
ered by the electro-
magnetic field from 
the card reader. The 
test book includes 
several test scenar-
ios with battery low 
or battery off.

■	 Switching  
Operation Modes
The two different modes, 
card emulation mode and  
reader/writer mode, have to co-exist. They must 
be available “simultaneously” for the user either 
to make a payment or read a tag. Therefore, it 
is important that the device switches correctly 
between the two modes in order to provide the 
user with both functionalities. The third common 
mode – peer-to-peer communication – is current-
ly not covered by the test book.

■	 Open Mobile API (OMAPI)
The OMAPI is specified by SIMalliance and ena-
bles the device applications (e.g. wallet) to have 
access to the secure element on the UICC. 

The OMAPI is an Application Programming 
Interface which provides application developers 
with a set of standardized functions to get access 
to a secure element applet on the UICC. This 
API is a transport mechanism between the user 
application and the secure element applet which 
allows the user application to exchange messag-
es (APDUs: Application Protocol Data Units) with 
the secure element applet in a well-defined way 
(ISO 7816-4). In relation to secure NFC services, 
the SIMalliance OMAPI is vital and needs to be 
tested to ensure reliable security.

Figure 2
The test specification for OMAPI is 
developed by SIMalliance. COMPRION 
provides a test solution for the required 
simulation tasks plus monitoring of 
the complete communication between 
UICC and handset (Prove 2). A test ex-
ecutor is a mobile application installed 
on the device and controlled by the host 
PC to test the relevant functions of the 
OMAPI. The COMPRION test solution and 
the device under test are connected via 
USB in order to control the test executor 
and the device’s ISO 7816 interface.

The SEAC test cases also include 
event transactions via NFC interface to 
trigger the application level which gets 
testing close to a real use case for a 
payment activity. For this purpose, an 
NFC simulation tool has to be added to 
the setup (CLT One).

i
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the HCI (Host Controller Interface, defined within 
ETSI TS 102 622). There are several test cases 
to check that this important interface works 
properly against interoperability standards. The 
handset test book references test cases defined 
by ETSI TC SCP and supplements with additional 
test cases defined by the test book. Although 
this is a contact-based interface, many of these 
test cases require the assistance of synchronized 
NFC tools. COMPRION offers several test solu-
tions for this purpose (see figure 2+3).

GSMA API Requirements

Any handset is required to provide a set of APIs 
to support functions in relation to the UICC-
based NFC services. These functions are used 
by application developers and ensure that the 
industry has a standardized and stable program-
ming interface as a basis for mobile application 
development. Such a set of APIs is specific to 
each mobile operating system – e.g. Android, 
Mobile Windows and BlackBerry.

The functions of the API defined by GSMA are 
intended to control the core NFC functions on 
the handset, e.g. enabling and disabling NFC, 
selecting and switching between different secure 
elements. In addition, they provide various appli-
cations functions querying which NFC-related 
features are supported by the handset.

Currently, test cases for OS-specific APIs are un-
der development and start to be available from 
coming releases of the test book.

Industry Alignment

Global deployment of UICC-based NFC services, 
especially for payment, is developing rapidly. By 
the end of 2014, it is expected that more than 150 

UICC-based NFC services will have been launched 
with more than 60 commercial services.1 

The deployment of commercial NFC services 
without a coordinated approach for standard-
ization is quite challenging, because the NFC 
ecosystem is strongly fragmented between many 
stakeholders and uses many different and com-
plex technologies.

COMPRION considers the GSMA approach for 
standardization of requirements and testing of 
UICC-based NFC services as a big leap towards 
improved interoperability independent of devic-
es, secure elements and service providers. Bring-
ing the testing forward to global device certifica-
tion schemes like GCF and PTCRB, enables the 
device vendors and the operators to establish 
common agreed testing of devices before service 
and devices are launched. This also leads to 
reduction of costly vendor- and operator-specific 
testing before and after product launch.    

1 Source: www.gsma.com/digitalcommerce/global-nfc-deployments

■	 Secure Element Access Control (SEAC)
Secure Element Access Control is a security 
layer acting as a gatekeeper between the mobile 
applications and UICC applets. By evaluating 
the access rules stored on the UICC, the SEAC 
mechanism decides whether a mobile applica-
tion is allowed to access a UICC applet or not. 
The purpose is to prevent unauthorized access 
to the UICC and especially to prevent attacks by 
malicious applications. The SEAC specification is 
defined by GlobalPlatform and the corresponding 
test cases are defined by the test book.
 
■	 Remote Management of NFC Services
Remote management of NFC services is impor-
tant for operators and service providers in order 
to install and update applications on the UICC. 
These UICC applets are required to enable the 

device with the UICC-secured NFC service. The 
UICC provided by an operator does not neces-
sarily contain all relevant applications when 
delivered to the user. Therefore it is important 
that remote UICC management works correctly. 
The operator can use various data channels to 
download the applets. The interaction between 
device and UICC is tested by means of the test 
cases defined by the test book as well existing 
3GPP test cases.

■	 SWP/HCI Interface Support
The UICC uses one card contact to communicate 
with the CLF (Contactless Frontend) of the hand-
set which is the central control unit for NFC com-
munication. The communication protocol used is 
called SWP (Single Wire Protocol, defined by ETSI 
in TS 102 613) and a related logical interface is 

Figure 3 
COMPRION’s 
Universal Terminal 
Testing Tool – UT³ 
Platform – is able 
to replace host PC, 
Prove 2 and CLT 
One. This way, the 
operator is signif-
icantly relieved 
as he or she only 
has to operate 
one single device 
for controlling the 
application on the 
phone, the con-
tactless NFC and 
the UICC interface.

Figure 4   
COMPRION offers a test 
solution based on the 
SIMfony system integrat-
ing both the UICC and
the network simulator. 
UICC simulation takes 
place on IT³ Prove or 
UT³ Platform and network 
simulation is performed 
by Anritsu, Spirent 
or Rohde & Schwarz 
network simulators. 

i

i
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GSMA’s Delivery of Global 
NFC Handset Requirements and 
Test Book for Device Certification

When the members of the GSMA’s Terminal Steering Group (TSG) agreed to take forward the Digital 
Commerce project team’s  ‘NFC handset requirements and test cases’, they knew it would be a chal-
lenge to align NFC handset requirements at a global level, create supporting test cases and facilitate 
their transfer into global device certification – and all against an ambitious time plan.  Deutsche 
Telekom (DT), like other mobile operators, terminal vendors and third-party testing systems, is actively 
working on bringing NFC-based solutions into the market, but is challenged with a very fragmented 
terminal and testing landscape. 

The time required to align the needed enablers 
was (and still is) critical and limited, for all 
involved. Two subgroups were set up within 
TSG to drive the NFC handset requirements and 
NFC test book work, respectively.  Whilst DT 
took responsibility for chairing the NFC handset 

requirements streams, it found a strong partner 
in COMPRION (namely Claus Madsen) who took 
the lead for the NFC test book work. The work 
streams were staffed by subject matter experts 
from mobile operators and terminal vendors 
around the globe. 

Updates and Industry Alignment

Formally agreed by TSG in September 2013, work 
immediately kicked off in GSMA according to a 
tight timetable and process plan. A few criti-
cal updates to both the handset requirements 
documentation and the test book were quickly 
agreed and published in November and Decem-
ber 2013, respectively. These were followed 
by major updates to the handset requirements 
(published TS.26 v5 in March 2014) and Test 
Book (published TS.27 v3.9 in April 2014), which 
included updates to the title, structure, introduc-
tion, abbreviations, terms of definitions, refer-
ences, document structure, figures, editorials, 
requirements, test environment and test cases. 
The updates were related to core required NFC 
features, CLF Management API, (multiple) card 
emulation mode, reader/writer mode & tag man-
agement requirements, support for SIMalliance 
API, UI application triggering, NFC event and 
access control requirements, platform depend-
ent properties, and security. Furthermore, the 
updates took into consideration over 240 change 
requests gathered from participating members. 
Both teams made a great effort to make require-
ments and test cases more OS-agnostic, whilst 
organizing OS-specific requirements and test 
cases in dedicated annexes.  
  
Given the complexity of some of the underlying 
technology components, the ongoing technical 
developments, fora work, and the variances 
across OS implementations, not all requirements 
and test cases could be finalized in one release 
cycle. Instead, a new release cycle of delivery was   
implemented immediately following a publication 
of the previous one. Besides driving significant 
update work within TSG, many efforts were taken to 
drive alignment across the industry – contacts were 
established and regular interactions took place 
with NFC Forum, Global Platform and SIMalliance.  

Global certification implementation is a key 
target for TSG and its members and this has been 
the case from the outset. In parallel to the TSG 
work, efforts were started to prepare a new work 
item in GCF (Global Certification Forum), covering 
NFC IOP and conformance testing. Interaction 
between TSG and GCF members have been so 
well-defined and process driven, that on 24 April, 
GCF could approve a new work item in less than 
72 hours after GSMA published TS.27 NFC test 
book. 90 days later, on 8 July 2014, over 80% of 
the priority-1-rated test cases could be validated 
and the work item formally activated in GCF. 

NFC Enabler: Work in Progress

Significant progress has been achieved in less 
than a year due to the team efforts. However, 
the activated GCF work item scope is still small 
and necessitates DT (and other mobile opera-
tors) to keep performing NFC tests in-house. The 
challenge remains to deliver the much need-
ed enabler: Over 100 test cases are still to be 
defined, aligned, delivered and adopted by GCF 
and PTCRB (development of underlying test tools 
by the industry) to fully cover the latest handset 
requirements release. This in turn will need to be 
continuously enhanced and also aligned with a 
very fragmented transport industry. 
Driving and delivering, both technical and in-
dustry alignment, can only be possible through 
active and wide engagement.    

Bonn, September 2014, 
Katrin Jordan, Deutsche 
Telekom, Technology 
Innovation and Research, 
former Chair of the 
TSG NFC Work Item and 
handset requirements 
sub stream
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MNO Test Plans – Practical Test 
Standards in Mobile Communications

The increasing complexity already starts with the 
communication channels and protocols on offer. 
Current chip cards need to support ISO 7816-3 as 
well as Single Wire Protocol and have to integrate 
into a HCI network as host. Aside from that, sev-
eral UICCs support the USB protocol on the con-
tacts C4/C8. On application level, there is Java 
which can be used for complex frameworks, such 
as GlobalPlatform. These frameworks with their 
corresponding APIs for card applications further 
enhance complexity and offer service providers a 
platform for services for all kinds of industries. 
Thanks to these developments, SIM cards can be 
used by payment providers, in public transporta-
tion or as a means of access control. Ultimately, 
these cards and their feature sets interact with 
all kinds of mobile devices and networks.

Mobile Device Type Approval – Necessary, 
but Insufficient

Before network operators are able to use a 
device or a custom-made UICC in their network, 
they must integrate the systems. In order to 
achieve the highest possible conformity with of-
ficial standards, network providers ask for a Type 
Approval for every device used in the network.
This Type Approval for mobile devices, designed 
and carried out by PTCRB or GCF, cannot cover 
all kinds of services and functionalities in their 

entirety.  Apart from that, it exclusively focusses 
on terminals. In fact, a similar Type Approval for 
UICCs is completely missing until now. In prac-
tice, this leads to situations where  UICCs and  
terminals pass conformance tests without fault, 
but create problems when executing specific 
services in the field. 

Carrier-Specific Certification Programs

Consequentially, several carriers have been 
designing their own certification programs in 
the last few years to be able to guarantee the 
system integration under the specific conditions 
of their own networks. These programs include 
the tried and tested Type Approval, but exceed 
these specifications in several areas. They focus 
primarily on the interaction between mobile ter-
minal, UICC and the carrier’s network. The areas 
to be tested include:

■	 Security aspects concerning the authen-
 tication with several radio access networks
■	 Integration into the core network 
 (e.g. IMS registration) 
■	 Over-the-air provisioning of the 
 customer profile on the UICC

Other MNOs have reacted to the lack of Type Ap-
provals for chip cards by assigning functional   

The rate of innovation within the realms of telecommunications is steadily 
growing, despite the already high level of advancement in the industry. In the 
past few years, the good old SIM card that was only used for pairing a device 
with a phone number, turned into a multi-purpose card with an increasingly 
potent microprocessor and much bigger storage space. Now, this chip com-
bines a multitude of functions. Due to a lack of test standards, network provid-
ers increasingly rely on certification programs. These ensure that the interac-
tion between card, mobile device and network works flawlessly on all relevant 
channels and protocols, despite the increasingly complex environment.
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COMPRION has implemented a set of test plans 
on the basis of SIMfony and OTAbility for a major 
North-American carrier. The following functions 
are being tested:

■	 The interaction between the mobile 
 terminal and the operator’s network, 
 based on the radio access technologies
 LTE and CDMA2000

■	 The interaction between the operator’s
 network and the UICC applications 
 ▪ including the provisioning of 
  the UICC “over the air”

 ▪ taking account of the respective 
  mobile terminal being used
 ▪ using several radio access 
  technologies simultaneously 
  (Multi-Mode System Selection)

These test plans have to be performed and 
verified by a certified third-party test laboratory 
as a part of the Type Approval of new mobile 
terminals. These test laboratories are certified by 
the operator. COMPRION offers both, the vali-
dated test setting for laboratories, as well as a 
simplified setup for pre-conformance testing for 
terminal manufacturers.

A renowned European MNO has chosen 
COMPRION as a partner to start a chip 
card certification program. This program 
includes a set of common test specifi-
cations from standardization as well as 
in-house test plans. 

Most of the tests are performed by the 
suppliers as a means of self-certification 
and are documented by standardized and 
signed logging. Here, COMPRION has sup-
ported both the test specification and the 
implementation. With the help of Testcase 
API, the operators can develop sensitive 
test plans on their own premises.

Example: 
Certification Program for Chip Cardsand non-functional test requirements to 

the UICC. In this context, performance as-
pects are increasingly coming into focus. 

In terms of organizational aspects, 
MNOs have chosen vastly different ap-
proaches. The operators usually conduct 
the additional test programs on their own 
premises at first. But once the amount 
of testing increases – and experience 
shows it does quite rapidly – operators 
start to outsource the testing.  This is 
either done by self-certification by the 
subcontractors, or by hiring independent 
test laboratories to perform the extended 
test plans. In the latter case, pre-conform-
ance tests are a must in order to optimize 
the chances of success for the third 
party validation.

Example: 
Certification Program for the UICC/Terminal Interaction in the OTA Setting

Practical, Extensive and Effective 
Certification Programs – The Implementation

Network operators wanting to create such test 
programs or working on them already, show 
increasing appreciation for our expertise in the 
implementation of such projects. We believe that 
is in part due to our comprehensive consulting in 
the run-up to such projects. The fact that we par-
ticipate in a great number of standardization or-
ganizations in the terminal and card environment 
enables us to get a comprehensive overview of 
the different technologies and the amount of 
existing conformance test specifications being 
used. This way, we can also keep in touch with 
state-of-the-art technology and can support the 
carriers in the process of choosing suitable tests 
or identifying appropriate areas for extended 
test requirements. 

■	 Test Plan Specification
Once the individual requirements of the operator 
are defined, the test plans have to be specified. 
The efficiency of test plans heavily depends on 
the quality of the specifications they are based 
on. COMPRION has gathered a huge amount 
of experience in terms of test specifications by 
collaborating with renowned organizations such 
as ETSI, 3GPP, GlobalPlatform and others. We can 
use this experience to assist our customers with 
their specific test specifications to achieve the 
highest validity thanks to broad coverage and 
efficient implementation. Due to our continuous 
collaboration with standardization organiza-
tions, we can assure that our customer‘s main 
requirements can be integrated into the common 
standardization which leads to higher prevalence 
and approval of technical specifications. 

■	 Test Case Programming
We already have a lot of experience in the im-
plementation of these test plans. Our IMS server 
simulation, for example, is fully automatized 

and seamlessly integrated into our test setup. It 
provides detailed information on the validation 
of test goals and offers a multitude of options to 
alter the test in order to e.g. reproduce error sce-
narios. All of this can be achieved with minimal  
configuration and maintenance efforts for the 
IMS server.   

When it comes to deployment, our main focus 
is the integration into existing tool environments 
and automation. With COMPRION SIMLink, 
we can, for example, start and execute the 
preparation of a test card directly from the test 
system. We can implement an extensive, yet 
almost effortless, automation of the terminal 
to be tested with Terminal Automation Provider 
using the Android Debug Bridge. More complex 
requirements concerning automation can be 
met by using robots. 

The Global Appeal of 
Carrier-Specific Test Programs

The tests created cannot only be used by the 
carriers themselves on their own premises. We 
use the test implementations prepared during 
the project and convey them into high-quality, 
reliable and user-friendly products. These 
products can then also be used by suppliers 
or test laboratories to meet the specific require-
ments set out by the carrier off-site. That way, the 
third-party tests as well as pre-conformance tests 
of the supplier can be carried out while saving 
resources that can, in turn, be used to work on 
new, pioneering technologies. Thanks to our 
global reach in the telecommunications market, 
we are well-reputed for our reliability with suppli-
ers. COMPRION test equipment is already in use 
in many parts of the industry so that acquisition 
of new hardware is only necessary in very few 
cases. This greatly simplifies the draft, specifica-
tion, implementation and roll-out of carrier-
specific test programs.    
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IT³ Test Platform Goes UT³

When it comes to conformance testing of 
mobiles phones on the UICC interface, the 
IT³ Platform is without any doubt the reference. 
The test system was launched in 2002 and comes 
in several variants enabling users to verify termi-
nal behavior on the electrical level but also on 
the timing, protocol performance and even the 

application layer. Today, this precise test and 
measurement equipment is installed at nearly 
each and every mobile phone or chip set manu-
facturer. Also, a great percentage of test houses 
and MNOs use the system regularly and value 
the easy handling as well as the reliability of the 
obtained results.

In the meantime, the world of technology has 
kept revolving and in 2007 and 2008, ETSI has 
released three standards for new smart card 
interfaces. With SIMalliance and GlobalPlatform, 
other standardization bodies have added new 
APIs to the smart card world as well. Alongside 
with the new technologies, enhanced testing 
capabilities had to be introduced. Good to know 
that the designated successor for the IT³ Platform 
is already in place.

Expertise and experience with from the previous 
system had been on our mind when we created the 
UT³ Platform. This modular test platform now covers 
the complete range of interface technologies:

■	 IT³ Platform’s capabilities (ISO/IEC 7816)
■	 Contact-based interfaces (IC-USB, SWP/HCI)
■	 Contactless interfaces (NFC) 
■	 APIs like the Open Mobile API (OMAPI) 
■	 Secure Element Access Control (SEAC)

The UT³ Platform, too, is already well-established 
and used as a conformance platform by certifi-
cation bodies like GCF, PTCRB or the NFC Forum. 
With the latest release, we have brought the 
IT³ Test Platform software to the new hardware. 
By this, we ensure a smooth transition for our 
customers migrating from the IT³ Platform to the 
UT³ Platform. This software enables you to run 
all IT³ Platform and SIMfony test benches in the 
well-known user interface but on the new hard-
ware platform. The electrical test cases defined 
in ETSI TS 102 230 and GSM 51.010-1 make the 
only exception. But as those run in the Device 
Test Center software they are already native on 
the new system.

The successful past of the IT³ Platform looks 
into a bright future on the successor UT³ Platform 
and comprehensively covers  the latest smart 
card technologies.    
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NFC Forum – Validation Requirements 
for Approved Test Tools

NFC Forum distinguishes between different 
versions of the device requirements specification 
and the corresponding set of test cases pub-
lished in the so-called Test Case Category List. 
These documents are regularly being updated 
since specifications are constantly improved by 
the members of the NFC Forum. In order to set a 
stable frame for certification testing, so-called 
Certification Releases have been published by 
NFC Forum with overlapping validity periods, so 
that an ongoing device certification can be final-
ized according to the scope of requirements and 
test cases it started with.   

With the increasing prevalence of NFC-enabled 
smartphones, contactless communication is 
gaining more and more influence in everyday 
life. The simple “tap and go” for example to 
exchange contact details is a fast and likable 
experience. However, paying with NFC-enabled 
smartphones instead of credit cards requires a 
high degree of trust in this very convenient but 
rather new payment method. This trust is cre-
ated by tested and proven technology working 
reliably and smoothly. The NFC Forum addresses 
this question of trust by offering device certifi-
cation for global interoperability, which is based 
on a set of authorized test labs using approved 
test tools. Every approved test tool implements 
appropriate test specifications proving that a 
certified NFC-enabled device has implemented 
all device requirements and is compliant to 
the specifications. 
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What are Approved Test Tools and How Can 
the NFC Forum Ensure that they Provide the 
Latest Specifications?

An approved test tool as defined by the NFC Forum 
has undergone a validation conducted by an 
independent third-party laboratory. The approval 
process for test tools is constantly anticipating 
the cycle of upcoming certification releases. A 
certification release is a set of specific versions 
of tests to be implemented and of forms to 
be submitted and it replaces the former term 
“waves”. NFC Forum has authorized only two 
labs for the validation of test tools, one for Digital 
Protocol, focusing on protocol testing, and one for 
RF Analog, focusing on the physical interface. 
Although the validation requirements are iden-
tical for both, the further test tool requirements 
have been defined for RF Analog. Both are going 
to be explained in the next paragraphs. 

Validation Requirements for RF Analog 

Validation testing is split into three main 
categories of testing: mode 1, mode 2 and 
mode 3. 

Mode 1 testing starts with pre-mode 1 phase in 
order to check whether the test tool measures  
DC voltages and frequencies correctly compared 
to third party reference devices (digital volt me-
ter, frequency counter). Running each and every 
test case and analyzing the calculation of the 
corresponding verdict of the tool are the focus of 
mode 1 testing. This includes variants to check 
whether the tool correctly reports a failure, when 
test criteria have not been met. 

Mode 2 is an “Inter Lab Comparison Test” (ILCT) 
in which a specific sample provided by NFC 

Forum is used for a subset of test cases at all 
14 positions defined by the core specifications 
in order to ensure consistency between all the 
authorized test labs. In addition, the “Amplifier 
Characterization Tests” (ACT) are executed to 
prove repeatability and consistency of RF meas-
urements by all approved test tools enforcing 
the correct behavior of a necessary hardware 
component, an amplification stage.

Mode 3 checks the sensitivity of the test tool by 
testing against another (verified) test tool. The 
setup requires the one test tool to transmit and 
the other to receive and the other way round. 
This way, the correct measurement of externally 
generated signals is verified as well as the cor-
rect generation of signals by the tool itself.

Furthermore, the “Reference Equipment Verifica-
tion Test” (REVT) is performed on the NFC Forum 
Reference Antennas as part of the test tool hard-
ware. Every supplier of NFC Forum Approved Test 
tools has to perform this verification test for each 
Reference Antenna shipped to customers. 

Both validation houses have to evaluate the 
general tool requirements for completeness of 
the test cases, correct interpretation of results 
for generating verdicts, usability and update 
features, documentation of the user interface
as well as the integrity and security of the test 
case results.

Validation Requirements for the Digital Protocol 

Digital Protocol requires testing against two 
reference samples provided by the NFC Forum. 
Both samples must successfully pass the same 
80% of all applicable test cases. The validation 
for Digital Protocol testing includes the Tag 1 to 
Tag 4 operation test cases which are dedicated  
to the reader/writer mode.

Validation Requirements for LLCP and SNEP
 
Regarding the validation for LLCP (Logical Link 
Layer Control Protocol) and SNEP (Simple NDEF 
Exchange Protocol), the so called Peer-to-Peer 
Mode is addressed, where both sides can be 
active and passive. 

Only a part of the respective test cases have 
reached a stable state (26 of 67 test cases for 

LLCP and 24 of 25 test cases for SNEP). So-called 
phase 1 comprises these stable test cases. All 
other test cases have to be validated in phase 2. 
For this phase, a firm schedule still needs to be 
set by NFC Forum and the validation laboratory. 
As a consequence, all current approvals for LLCP/
SNEP have been given for phase 1 tests, none 
for phase 2.    

UT³ Platform Validation Status

Digital Protocol Approved

LLCP and SNEP Approved

Analog Testing Approved

Peer-to-Peer Mode Reader/Writer Mode Card Emulation Mode

Connection Handover

NFC Forum
Tag Type

1, 2, 3, 4a, 4b

POS
Terminal

Applications

Activities

Digital Protocol

SNEP Tag 1-4 Operation

LLCP

RF Analog (Physical Layer)
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Why the SIM Card is Becoming Important for Wi-Fi

With the continuously growing smartphone pene-
tration and the popularity of social media, music, 
and video streaming, the data consumption is ex-
ponentially increasing. Mobile network operators 
(MNOs) as well as wireless infrastructure vendors 
are working hard on solutions and possibilities 
to prepare for the coming data demand.

Many users are accustomed to use Wi-Fi.  
In fact, several studies e.g. by Mobidia show 
that up to 80 % of smartphone originated data 
traffic goes over Wi-Fi. The used spectrum lies in 
the 2.4 GHz and 5 GHz band. The latter offering 
several hundred MHz of unlicensed bandwidth, 

Wi-Fi Traffic Offload

obviously not interfering with the cellular net-
work frequencies. With the new IEEE 802.11ac 
WLAN standard supporting up to 8x8 MIMO, mul-
tiple Gbit/s can be transmitted. All that makes 
Wi-Fi a cost-efficient small cell for hotspots and 
indoor deployments.

In order to provide a fully automated and truly 
seamless handover from the cellular network 
(e.g. LTE) to Wi-Fi, standardization bodies are 
adding features for the interworking. 3GPP has 
defined new network elements and interfaces. 
They differentiate between trusted (S2a) and un-
trusted (S2b) access. MNOs with their own Wi-Fi 
access points such as Swisscom tend to use the 
S2a based access, while MNOs integrating also 

like EAP-SIM or EAP-AKA, the same (U)SIM can 
also be used for authentication on Wi-Fi. Many 
smartphones, or more precisely their operating 
systems, already support these. Swisscom im-
plemented EAP-SIM authentication in their public 
Wi-Fi networks already in 2004.

As the integration and interworking of the pop-
ular and widely used radio access technologies 
progresses, the smartphones evolve more and 
more into cognitive radio devices, using or even 
combining the best available radio links.    

Adrian Schumacher, Innovation Engineer 
Wireless Access, Swisscom (Switzerland) Ltd.

other Wi-Fi access points e.g. from coffee shops, 
are using S2b based access. The IEEE and the 
Wi-Fi Alliance® also worked on a standard 
amendment to automatically establish secure 
Wi-Fi connections in a controlled way (Hotspot 
2.0). All these functions allow the MNO or In-
ternet Service Provider to control where, when, 
under what conditions (signal levels, traffic load, 
etc.), and for what IP flows Wi-Fi or LTE is used.

Finally, it can only become seamless if no user 
interaction is required. Nobody wants to con-
stantly search for Wi-Fi SSIDs and enter pass-
words in order to establish a secure connection. 
Smartphones use SIM cards for the authentica-
tion on the cellular network. Thanks to protocols 
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Origin of the High Speed Smart Card Interface 

Several years ago, some groups in the standard-
ization community were completely absorbed 
with discussing the future of terminal and smart 
card interfaces. 

One of the most discussed topics was the so-
called High Speed Interface where MMC, T=11 
and InterChip USB were fighting to become the 
future standard communication protocol be-
tween terminal and SIM cards. Use cases like 
smart card web server (SCWS) and picture phone 
book stored right on the UICC increased the im-

portance to seek a faster way of transmitting big 
amounts of data between terminal and card. As, 
after lengthy discussions, no consensus could 
be reached between the involved players, IC-USB 
was finally voted to be the winner by ETSI. With 
substantial contributions to the specialist task 
force brought about by the ETSI board, COMPRION 
was at the fore front of drafting the IC-USB test 
specification. Although this IC-USB standard 
was fully developed, at the end of the day, it was 
‘just’ a replacement for the well-established  
ISO 7816 protocol. To the same extend as UICC-
based services like SCWS sank into obscurity, 
IC-USB never reached the envisaged importance. 

IC-USB – High Speed Interface for UICCs The Second Chance

As many NFC services use the UICC as Secure 
Element (SE) to ensure secured NFC transactions 
via the Contactless Frontend (CLF) for mobile 
payment, ticketing or royalty services, a lot of fo-
cus was given to the Single Wire Protocol (SWP), 
the smart card interface towards the CLF.  The 
Mobile-CLF-SE part of the NFC architecture has 
become rather stable. So have the remote man-
agement and administration procedures of the 
UICC. Especially remote application and file man-
agement for NFC services account for ever-grow-
ing data packages being transferred between the 
terminal and the card. Therefore, the need for 
speedier ways to load such data onto the UICC 
is raising the requirements for the terminal-UICC 
interface again. Thus, IC-USB is moving back into 
focus. These requests are particularly triggered 
in Asia, where a lot of NFC services have been 
launched lately.

COMPRION has already implemented most of the 
IC-USB test cases defined today. Starting at the 
electrical level and covering also timing and pro-
tocol parameters of the different IC-USB modes. 
However, most test cases focus on the activation 
phase. If IC-USB was applied in real services, 
according to experts, it would be essential to 
complete test case coverage.    

http: //127.1.1.0:5006/NFC

http: //127.1.1.0:5006/NFC

http: //127.1.1.0:5006/NFC

	 	 APDU Transfer 
  This is the replacement for ISO 7816, but 
  allows data transfer at a roughly 20 times 
  higher rate

	 	 Ethernet Emulation Model 
  The EEM allows addressing the UICC via
  standard IP channels, enabling a web 
  application to run right on the smart card that 
  can be displayed by the terminal’s browser

	 	 Mass Storage 
  This mode allows to store files on a UICC, 
  quite similar to a regular USB thumb drive
  or a microSD card

IC-USB is actually not just one technology but 
comprises three:

1

3

2

1 2

3
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The Gematik, a Berlin based company which is 
responsible for the introduction of the electronic 
health card in Germany, has chosen COMPRION 
to develop and implement performance tests 
for their second generation card. The new version 
of the card is currently under development but 
will not be launched before being validated by 
COMPRION’s high-performance card tester 
Spectro TP. First installments of the tool have 
already been delivered.

The next generation specifications pose signifi-
cant demands on the card with regard to perfor-
mance and technical requirements. Thus, both 
contact-based and contactless communication 
have been specified. In order to guarantee 

flawless performance within appropriate 
reaction time via fastest possible transmission 
rates, Gematik has chosen Spectro TP. It is able 
to fulfill highest requirements with regards to 
reliability and speed. Both contactless and 
contact-based interfaces can be validated by 
one single device, even simultaneously and 
synchronized if required.

Spectro TP is capable of reacting to the card’s 
data with the shortest permissible delay time 
and handling all kinds of irregularities in the 
communication correctly at the same time. This 
is truly pioneering. It is therefore anticipated that 
Spectro TP will set a new benchmark for electronic 
health card manufacturers.    

Gematik Continues to Trust 
COMPRION Test Solutions

In terminals and modems that contain pluggable 
UICCs, the interface between card and terminal is 
by design easily accessible. Thus, test tools can 
be directly physically connected to the terminal 
and both UICC and terminal can be tested with 
regards to electricity and protocol according to 
the relevant ETSI and 3GPP standards.

But how do you test modems that are being often 
used in M2M (machine-to-machine) applications 
and in which the UICC is an integral part of its en-
vironment and the interface cannot be accessed?

For testing modems with soldered UICCs, of the 
M2M Form Factor 2 (MFF2; specified by ETSI TS 
102 671), development samples which have not 
yet been assembled with the UICC semiconduc-
tor chip can be used together with a suitable 
adaptor (Flex Adaptor MFF2). 

The flex adaptor is soldered into the modem 
instead of the UICC chip and its other end is 
connected to the test tool used for testing the 
modem. Both terminal and modem manufac-
turers have started supplying suitably prepared 
development samples for testing purposes.

Test Tips for M2M Modems

The same adaptor can be used if the modem/ter-
minal is to be tested with different test (U)SIMs. 
Use another adaptor type (MFF2 Plug Adaptor) 
for UICCs in MFF2 format and combine it with the 
Flex Adaptor MFF2, and your test setup for “em-
bedded UICCs“ becomes a plug-in solution with 
interchangeable test (U)SIMs. 

Choose the correct plug adaptor format and you 
can even connect test (U)SIMs with form factor 
2, 3 or 4 (2FF, 3FF, 4FF) to the modem. The right 
combination of COMPRION adaptors thus creates 
a large variety of cost-efficient test solutions for 
M2M modems.    

COMPRION Flex Adaptor MFF2 as connector 

between M2M modem and test tool

Interchangeable M2M UICCs due to 

COMPRION MFF2 Plug Adaptor (on the right)

Adaptor solution for the connection of a 

nano-UICC and a COMPRION Flex Adaptor

M2M Modem Test Tool

M2M Modem

M2M UICC
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