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The telecommunications and banking industries 

increasingly interconnect which results in new 

components and stakeholders. In addition, some 

of the mobile network operators develop their 

own testing requirements. To avoid unpleasant 

surprises in practice, all parts involved need to 

be tested and compatible with each other. 

It is COMPRION’s ambition – despite or even 

because of all the complexity – to develop solu-

tions that make testing as easy and convenient 

as possible. That’s why we have developed one 

user-friendly platform with a high degree of auto-

mation, which covers most of the various testing 

requirements – be it GCF/PTCRB, EMVCo or 

NFC Forum. As COMPRION develops both hard-

ware and software, customers only need one 

point of contact. Through our active involvement 

in all important certification and standardization 

bodies, we have built comprehensive know-how 

of testing requirements in various areas. 

The newest issue of the Testability Times tries 

to answer various questions, such as: What is an 

eUICC? – and what is it not? Which progress has 

been achieved in the GSMA NFC Handset Test Book? 

Which developments have been made in the 

EMVCo standardization for payment terminals? 

And how can network protocol testing be auto-

mated by simulating various test SIM profiles? 

Furthermore, the magazine gives an update on 

our newest services, features and product devel-

opments, as well as company and industry news. 

 

We hope you’ll find plenty in this issue informing 

and inspiring.

Yours sincerely,

Dr. Torsten Maeser
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The smartphone has established itself as the omnipresent mobile computer in our daily lives. In 

order to make life of the phone user easier and more convenient (answering e-mails, paying bills, 

controlling the smart home), more and more technology is integrated into the smartphone. There-

fore, testing becomes ever more complex for everyone involved in the mobile ecosystem.
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The COMPRION Test SIM
Simulator – The Easy Way
to Simulate SIM Profiles
Automatically

The COMPRION Test SIM Simulator is an integral part of the test setup offered by 

vendors of network test equipment. This new solution enables 100% test auto-

mation of network protocol conformance testing. Based on the IT³ Prove! terminal 

tester (hardware and software), it replaces the physical test SIM card through a 

simulation. Thus, different UICC profiles (CSIM, USIM, SIM) needed for the differ-

ent network access technologies (2G/GSM, UMTS/W-CDMA, CDMA2000, LTE) can 

be simulated. 

Nihada Poricanin

Product Manager for 

Terminal Test Solutions

The new COMPRION Test 
SIM Simulator based on 
the IT³ Prove! hardware

Listening to Our Customers

The leading network simulator manufacturers 

approached COMPRION at the Mobile World 

Congress and asked for such a solution. Their 

customers (mobile phone manufacturers, 

MNOs, test labs) currently test up to 100 different 

card profiles during network protocol testing of 

mobile phones. Thus, the testers spend a lot of 

time inserting different test cards into the device 

under test, configuring them and running the test 

cases. The manual swapping and configuring of 

cards is very time-consuming and error-prone. 

Wrong configuration scripts or wrong EF content 

require an additional reset of the card profile 

through a PC/SC card reader and a test repetition. 

Because of the high error-rate, the network simu-

lator vendors need to provide a lot of support for 

identifying and analyzing their customers’ prob-

lems. Thus, they are interested in offering their 

customers an automated test solution avoiding 

human interaction.

The New Solution – Plug and Play

With the new COMPRION Test SIM Simulator, we 

achieve 100% test automation. The tester only 

has to start the test bench and select the card pro-

files to be used. Everything else runs automatical-

ly. This saves time, makes test results repeatable 

and minimizes errors. 

For information how to get the COMPRION 

Test SIM Simulator, please contact your local 

sales agent.    

04 | Product Insights | Test SIM Simulator Test SIM Simulator | Product Insights | 05 



After the starter, you decide to have a glass of 

wine with the main course while your friend goes 

for another beer. You can choose whatever you 

like, and after your meal, you can check the bill 

by quickly swiping through the list on the smart 

device. When the waiter comes, you take out your 

credit card and the waiter inserts it into a tiny 

reader now attached to the tablet. You authorize 

your payment in the usual way by typing in a PIN 

or by signing the bill – all on the tablet – all very 

personal, transparent, smooth and secure. 

Testing Decides on Success

The summer restaurant scenario is only smooth 

and secure and fun if all components are fully 

interoperable. Only products which work reliably 

and guarantee secure payment transactions will 

survive and be successful in the payment market. 

For payment terminals, this has to be proven by 

an independent type approval or certification 

process. Thus, testing is a crucial investment in 

the product.     
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Definition mPOS

mPOS, which means mobile point of 

sale, is the technical term describing 

the scenario in which the consumer 

does no longer go to the counter in 

order to pay, but the counter comes to 

the consumer! This is achieved by a tiny 

card reader connected to a smartphone 

or tablet that accepts the payment.
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Mobility is becoming an increasingly important factor in all facets of our lives. Especially in the 

card payment sector, a silent revolution is going on that changes the way we pay in shops, restau-

rants and many other locations. mPOS devices (see info box) are in fact a relatively recent addition 

to the payment ecosystem, but due to their tremendous user benefits, they are gaining ground fast, 

especially in the U.S.

Personal, Smooth and Secure

Imagine summer time sitting outside in a lovely 

restaurant. Instead of a printed menu, you order 

your meal from a tablet provided on each table. 

Because you are lactose-intolerant, you worry 

about the ingredients and you are happy to view 

the complete list on the tablet. Checked and OK. 

A Better
Way to Pay

EMVCo | Industry Topics | 07 06 | Industry Topics | EMVCo



Now Available
Qualified Test Tool for EMVCo Level 1 Contact Terminals: UT³ Platform 

Will the 3 V Testing Be Mandatory and When?

For laboratories and test houses, the 3 V tests 

have to be offered with the EMVCo November 

release 2015, deactivating the previous version 

at the same time. For terminal manufacturers, 

3 V terminals are not mandatory, but the 5 V tests 

have been changed as well. Type approvals after 

activation of the new test specification have to 

comply with the updated test plan.    

Swantje Missfeldt

Product Manager for 

EMVCo Solutions

EMVCo Timelines 
Low Voltages 

■ Summer 2015: Qualification of 

 the new test tool EMVCo Electrical

 Terminal Testing on UT³ Platform 

■ Fall 2015: Accredited laboratories

 and test houses shall include the 

 new test tool in their usual internal

 ISO 17025 procedures before the

 activation of the new test plan with 

 the EMVCo November release 2015.

 After the EMVCo November release, all 

 new terminals need to be approved 

 by the new tool complying with the 

 updated specification. 

i

Low Voltages

The mPOS reader is powered by the attached 

smart device, thus battery life is very important. 

It benefits from the ongoing migration to multi- 

voltage cards (3 V/5 V supply voltage). Using 3 V 

supply voltage extends battery life time since the 

mPOS device consumes less energy compared to 

5 V. As mandated by EMVCo, single voltage cards 

have to be phased out until 31st December 2015.

New Test Plan with Increased Quality

As a result of the market issuing multi-voltage 

cards and the liability shift in the U.S. (see info 

box), EMVCo has updated the test specification 

for the type approval of these terminals. On the 

one hand, 3 V test cases have been added, on the 

other hand, all test cases have been updated to a 

stricter testing by updating all acceptance criteria. 

Now, all digitizing thresholds are scaled with VCC 

(VCC = Voltage at the Common Collector, the sup-

ply power). In addition, ICC spike currents for testing 

the VCC voltage stability have been increased to sim-

ulate worst case conditions (ICC is the current at the 

VCC contact). Minimum and maximum voltage limits 

during non-dynamic operation have been slightly 

increased in order not to unfairly fail a terminal 

because of test tool uncertainties and terminal 

interface contact resistance. Test case definitions 

are more detailed now to reduce interpretation.

1. Tremendous Benefits of mPOS

For a Shop or Restaurant

■  Save time for both – in shops: retailer and 

 shopper, in restaurants: waiter and guest 

■ Better informed customers – more 

 customer satisfaction – more chance 

 to build relationship 

■  More time to be close to the customers – 

 better understand needs and better 

 matching offer

For a Consumer

■  No queuing and less waiting time

■  More personal checkout experience 

2. Liability Shift Boosting EMV Usage

In 2015, credit card-related fraud handling will 

change significantly in the U.S.

While the EMV migration towards chip- and 

PIN-enabled cards has been going on for quite 

some time, from October 1st, financial liability 

will rest with the party not offering EMV technol-

ogy. This can be the merchant not accepting a 

chip transaction, the processor not providing the 

corresponding data elements or the bank not 

issuing EMV cards.

Drivers for the New Test Specification

Single voltage cards have to be 
phased out until 31st December 2015

i
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Definition

In specifying the eUICC, the GSMA has focused on 

the M2M (machine-to-machine) market. Such prod-

ucts are frequently used in 

rough environments, where 

vibration, dust or temper-

ature might have serious 

impact on the reliability 

of contacting in case of 

classical UICCs. In order to 

solve the contacting issue, 

there are specific eUICC form factors (MFF1 or 

MFF2) which allow soldering the chip to a shield-

ed terminal module. This implies that there is no 

easy way to replace the eUICC after delivery of the 

module. And what is even more important: There is 

no way to access the contacts any more as it has 

been done by traditional test and measurement 

tools for tracing and simulating the UICC interface.

The eUICC concept originally designed for the 

M2M market, might very well apply to consumer 

devices, too. It’s on the horizon that there will 

be an increasing number of devices, which might 

rely on an eUICC rather than a replaceable SIM 

card in the future, including mobile equipment 

like smart phones. 

By the way, those parts of the eUICC concept, which 

refer to the module’s infrastructure are applicable to 

replaceable UICCs as well and could be used for tra-

ditional form factors like mini-SIM or micro-SIM.    

The GSMA provides the following definition for the term “embedded UICC”:

The upcoming sections will look into the details of this definition.

First off, it becomes clear that the eUICC is based 

on the well-known concepts of a traditional UICC. 

This implies that there are 

exactly the same expec-

tations and requirements 

concerning functionality 

and behavior from the 

terminal’s point of view. All relevant UICC specifi-

cations remain valid. This does not only include 

the core specifications but refers to the appropriate 

test specifications, also, even though some of 

them cannot be implemented the same way as 

before when it comes to an eUICC. The technical 

specification of the eight contacts will also stay 

the same. This means that protocols and electrical 

behavior will not change.

At the same time, the GSMA explicitly points out 

what an eUICC is not. There is a clear distinction 

between the eUICC and other concepts like 

soft SIM or virtual SIM. Such approaches, which 

aim at the replacement of the physical entity – 

either replaceable or soldered – by software or 

platform-dependent hybrid solutions combining 

hardware and software, will have to be kept 

separate from the eUICC concept. It is a common 

concern of the MNOs (mobile network operators) 

that an open number of non-standardized solu-

tions might render the certification and approval 

of security-relevant requirements very complex 

and costly if not even impossible.

What Is an eUICC? – 
And What Is it Not?

This article gives an overview of the GSMA 

specifications concerning embedded UICC 

(short eUICC), especially the infrastructure 

needed to provision and personalize such an 

entity in the field. At the same time, it will 

clarify and diversify several similar concepts 

like eSIM, virtual SIM or soft SIM, as far as this 

is possible today since those various terms are 

yet being used very carelessly.

[An embedded UICC is] A UICC which is not easily accessible or

replaceable, is not intended to be removed or replaced in the

terminal, and enables the secure changing of subscriptions.1

i

An embedded 

UICC is a UICC

An embedded UICC is 

not easily accessible 

or replaceable, is not 

intended to be removed 

or replaced in a terminal

1Source: The GSMA Embedded SIM Specification for remote provisioning eUICC | Industry Topics | 11 10 | Industry Topics | eUICC
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Architectural Overview

To meet the given requirements, there is an 

infrastructure defined basing on a GlobalPlatform 

architecture. This refers to both, the hierarchy of 

the security domains on the eUICC itself as well as 

the off-card roles and services. In addition to this, 

services and security domains are interconnected 

by a set of well-defined interfaces.

Card Structure

The eUICC structure consists of a hierarchy of 

different security domains being assigned with 

specific access rights and privileges. The root of 

all eUICC accesses is the ISD-R (issuer security 

domain – root). This is the only way to create new 

ISD-P (issuer security domain – profile) instanc-

es as a container for a given mobile operator’s 

profile. Access to the profile data within such a 

container is restricted to the profile owner that 

means the MNO.

Off-Card Infrastructure

Each of the aforementioned on-card security 

domains corresponds to one of the newly de-

fined off-card roles on the server side. Access to 

the ISD-R is controlled by the SM-SR (subscrip-

tion manager – secure routing). This is the only 

instance with access to the necessary keys that 

can create new containers, delete containers no 

longer needed and activate or deactivate any 

given profile. After the SM-SR has created a new 

profile container (ISD-P), it is handed over to 

the profile owner who subsequently loads the 

profile data into that container. This is done by the 

SM-DP (subscription manager – data preparation).

As soon as a profile is loaded and activated, the 

MNO has access to the internals of the profile as 

it would be the case with a traditional UICC, too.

Each of these roles can be assigned to different 

security realms with their own certificates and 

keys in place. This guarantees that each of the 

roles is only able to access the data necessary for 

its specific tasks.     

Figure 3: Security Domain Structure on an eUICC1

1Source: The GSMA Embedded SIM Specification for remote provisioning

Personalize

End of
Subscription

DistributionManufacture
SIM

Provisioning
Profile

Select/
Change MNO Usage

Manufacture
SIM Select MNO Personalize Distribution SIM

Activation Usage End of Life

One of the most important requirements to an 

eUICC is obviously at hand: If there is no way 

to replace the eUICC 

after delivery, there 

is a strong need for a 

secure way of changing 

the service operator’s 

subscription without 

exchanging the module 

itself. This implies a very substantial difference 

in the eUICC’s life cycle.

During production, the classical UICC has been 

personalized for one specific MNO and to one 

specific subscriber without a chance to change 

this personalization during the card’s lifetime 

(figure 1). In contrast, an eUICC will only receive 

a so-called provisioning profile by the eUICC 

manufacturer (EUM) during production (figure 2).

The only reason for this profile is to provide 

network connectivity for the mobile equipment in 

order to download the actual consumer subscrip-

tion. This includes the file system, network access 

applications (NAA) and credentials as well as sup-

plementary security domains (SSD) for third-party 

service providers together with their application. 

Hence, the effective MNO is selected much later 

during the life cycle, in fact after delivery of the 

device, when it is put into operation for the first 

time. After this initial selection, there might be 

various re-selections during the life cycle without 

having to replace the chip card. On an eUICC, it 

is possible to create new profiles or to delete old 

ones on demand. There might even be more than 

one profile on one eUICC at a time, with only one 

single profile being active at any point in time. 

This active profile determines the behavior of the 

eUICC from the user equipment’s point of view. 

This is why the one active profile is often referred 

to as the “eSIM”.

Figure 1: Classical life cycle with exactly one personalization (UICC)1

Figure 2: Life cycle with changing personalization over time (eUICC)1

An embedded 

UICC enables the 

secure changing 

of subscriptions

eUICC | Industry Topics | 13 12 | Industry Topics | eUICC



MNO-SDMNO ES6 function

Profile

Off-card

SCP80 or SCP81

eUICC

ISD-RSM-SR ES5 function

SCP80 or SCP81

Off-card eUICC

eUICC Interfaces

ES5: SM-SR – eUICC (ISD-R)

Communication between the SM-SR and the 

ISD-R can be protected either by SCP80 (SMS or 

CAT_TP) or SCP81. SMS is mandatorily required by 

the specification while at least one of the others 

has to be supported additionally. Because of the 

small packet size and high overhead, SMS is bet-

ter suited for small data volume transfers. Since 

many of the use cases involve higher amounts 

of data to be transferred, there will always be 

a demand for a packet-oriented protocol like 

CAT_TP or SCP81.

 

This interface allows the creation or deletion 

of profile containers (ISD-P) as well as activa-

tion or deactivation of the given profiles. 

Apart from this, the propagation of initial keys 

to a new container is another topic covered by 

this interface.

ES6: MNO – eUICC (profile)

The MNO can access the activated card profile 

by exactly the same protocols as before. The 

MNO-SD can be accessed by SCP80 or SCP81.

If necessary, data designated for a third-party 

SSD can be secured by SCP03 and embedded 

into the transport packets. From a functional 

point of view, this interface allows for providing 

the operator’s policies concerning the 

deactivation or deletion of the profile as well 

as setting specific connection parameters. The 

eUICC specification does not contain any addition-

al requirements. It is important to mention that 

the keys used by ES5 and ES6 are not identical, 

that means these two interfaces differ from each 

other even though they might look similar at 

first glance.    

Figure 5: Interface ES51

Figure 6: Interface ES61
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Interfaces

Communication between the various security 

domains and their respective backend representa-

tions is specified by a number of different inter-

faces, including detailed descriptions for both, 

functionality and protocol security.

The interfaces can be separated into two groups:

1. eUICC interfaces: ES5, ES6 and ES8:

 These interfaces control the access of the 

 backend servers to the eUICC. Each of the 

 different combinations between off-card 

 role (SM-SR, SM-DP and MNO) and on-card 

 security domain (ISD-R, ISD-P and profile) 

 has its own interface.

2. Off-card interfaces: 

 ES1, ES2, ES3, ES4 and ES7:

 These interfaces are used for information 

 exchange between the various off-card entities,

 e.g. for sharing the “eUICC information set” 

 (EIS), transmitting profile data, or approving 

 eligibility requests.

The eUICC interfaces are of special interest for the 

global system because they require a secure and 

reliable over-the-air (OTA) communication chain to 

be in place. Security is granted by GlobalPlatform- 

specified secure channel protocols (SCP). There 

are two groups of SCPs:

■ SCP80 (via SMS or CAT_TP) or SCP81 secure the

 transport layer over the radio access network

■ SCP03 protects the data within the transport

 packets to grant a confidential data transmis-

 sion between the service provider and its

 appropriate security domain on the eUICC

The stability of the communication channel 

ensures that the service provider has persistent 

contact to the mobile equipment and the embed-

ded UICCs that have been delivered into the field 

million-fold, so that profiles can be maintained 

and services updated. This implies some serious 

requirements concerning the coverage of system 

tests for these interfaces. 

Figure 4: Interfaces1

1Source: The GSMA Embedded SIM Specification for remote provisioning eUICC | Industry Topics | 15 14 | Industry Topics | eUICC
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Figure 8: Projected Consumer Electronics Connections worldwide with alternative scenarios2

What Automotive, M2M and IoT Gain from eUICC

■ Robustness: Less susceptible against environmental conditions 

 (low and high temperatures, vibrations, humidity, dust)

■ Higher cost efficiency: Production in very  large quantities, fast shipment 

 everywhere in the world and individual provisioning after delivery

■ Less risk of theft as they are permanently installed

Summary

The GSMA Embedded SIM Specification for the 

remote provisioning of an eUICC is based on 

well-known technologies. Roles, protocols and 

functions constitute a specific application of the 

various GlobalPlatform specifications. From a 

technological point of view, there are no addition-

al requirements raised by the specification. From 

an administrative point of view, though, there is 

an important question to be answered: 

Who is going to fulfill the various roles that might 

be placed in independent security realms? The 

possible answers to this question imply substan-

tially different business models.

We as test tool manufacturer are facing some very 

important challenges:

■ How will the comprehensive number of 

 conformance tests based on the contact 

ES8: SM-DP – eUICC (ISD-P)

A special interface between the SM-DP and the 

profile container on the eUICC has been defined 

in order to deliver new profiles to the card. This in-

terface facilitates a confidential data transmission 

protocol which does not even allow the SM-SR to 

read the data. To achieve this, the profile data is 

encrypted using SCP03 and embedded into the 

SCP80 or SCP81 communication.

 

The main functions provided by this interface 

concern the key propagation between SM-DP and 

ISD-P as well as the download of the profile data.

 interface between UICC and mobile equipment 

 be implemented in an eUICC environment?

■ How can system tests cover the whole 

 communication chain with its specific use 

 cases in a reproducible and manageable 

 lab environment?

COMPRION provides answers and products to 

solve these challenges and continues to provide 

the markets with the solutions necessary to 

perform comprehensive quality assurance in 

the future. Stay tuned.    

Henning Möller

Product Manager for 

Smart Card & OTA

Figure 7: Interface ES81

1Source: The GSMA Embedded SIM Specification for remote provisioning

Car Cockpit

Traffic Lights

 Smart Home

Wind Turbines

2Source: Beecham Research, GSMA eUICC | Industry Topics | 17 16 | Industry Topics | eUICC



The test cases are either defined directly by GSMA 

TS.27 or they are referenced from existing test spec-

ifications created by other SDOs (standards defining 

organizations). Currently, these are tests from ETSI, 

3GPP, SIMalliance, GlobalPlatform and NFC Forum.

The requirements tested in the GSMA TS.27 NFC 

Handset Test Book are defined in the GSMA TS.26 

NFC Handset Requirements. GSMA TS.26 is devel-

oped and maintained in a parallel working group. 

Whenever new features are defined within GSMA 

TS.26, corresponding test cases are added in the 

next version of GSMA TS.27.    

The need for common testing standards was 

caused by the fragmentation of devices for NFC-

based services. As a result, it was very challenging 

for operators to launch common services on differ-

ent devices and markets. The scope of testing 

covers all components of a mobile device which 

are used with secure NFC services involving the 

UICC as the secure element. The typical use case 

involves payment services where, for example, 

mobile operators provide a wallet application that 

enables the user to make contactless payments in 

shops via the traditional point of sale terminal.

Taking the NFC
Handset Test Book
to the Next Level

The GSMA TS.27 NFC Handset Test Book is a collection 

of test cases that verify the functionality of a mobile 

device for UICC-based NFC services. The GSMA TS.27 is 

being developed by the Test Book working group under 

the GSMA Terminal Steering Group. It is the result of 

a close cooperation between mobile operators, device 

and chipset vendors and the test industry. 

NFC Handset Test Book | Industry Topics | 19 18 | Industry Topics | NFC Handset Test Book
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Figure 1: The structure 
of the GSMA NFC Handset 
Test Book with reference to 
the main components of a 
UICC-based NFC device

  Chapter 3
  ▪ Tag Read/Write
  ▪ Card Emulation
  ▪ NFC Controller/SWP/HCI

  Chapters 5, 6, 7
  ▪ SEAC
  ▪ OMAPI
  ▪ Multiple Card Environment

  Chapter 8
  ▪ UI Application Triggering

  Chapters 11, 12
  ▪ Mobile Device 
   APN Management
  ▪ Remote Management 
   of NFC Services

  Chapter 13
  ▪ General Device Support

  Chapter 15
  ▪ Android Specific Support
  ▪ Other Operating System
   Support

A

B

C

D

E

F

GCF Work Item (WI) Type of Testing Contents of WI Referencing to TS.27 Test Book Chapters

WI-176 Conformance Chapters 3, 5, 6, 8, 11, 12, 13
▪  Tag Read/Write, Card Emulation
▪  SEAC
▪  OMAPI
▪  UI Application Triggering
▪  Mobile Device APN Management
▪  Remote Management of NFC Services
▪  General Device Support

WI-190 Conformance Chapter 3
▪  SWP/HCI

WI-194 IOP Chapters 3, 13
▪  Tag Read/Write, Card Emulation
▪  General Device Support

WI-197 Conformance Chapters 3, 5, 7, 11, 12, 15
▪  Tag Read/Write, Card Emulation
▪  SEAC
▪  Multiple Card Environment
▪  Mobile Device APN Management
▪  Remote Management of NFC Services
▪  Android Specific Support

WI-213 IOP Chapter 3 
▪  Tag Read/Write

WI-214 Conformance Chapters 5, 8, 12, 13, 15
▪  SEAC
▪  UI Application Triggering
▪  Remote Management of NFC Services
▪  General Device Support
▪  Android Specific Support

WI-228 Conformance Chapters 3, 12, 13, 15
▪  Tag Read/Write
▪  Remote Management of NFC Services
▪  General Device Support
▪  Android Specific Support

Future Releases of GSMA TS.27

A future release of TS.27 is planned with 

updates that will reflect requirements introduced 

in GSMA TS.26. A number of new requirements 

have been agreed within GSMA and will create 

the need for new test cases. 

It is also expected that the ongoing alignment 

of the NFC technology for the public transport 

industry will be covered in coming versions of 

GSMA TS.26 and GSMA TS.27. A cooperation 

between GSMA, NFC Forum and various organ-

izations representing the transport industry is 

ongoing with the goal to align existing specifica-

tions and enable a global NFC environment with 

full interoperability between devices supporting 

different available standards by NFC Forum and 

ISO. This will enable rollout of NFC-based ticketing 

for public transport services across countries and 

service providers. 

The next release of GSMA TS.27 is planned for 

December 2015, and two more in 2016.    

The Following Work Items are Defined in GCF: 

Claus Andre Madsen

Business Development 

Manager

TS.27 NFC Handset Testbook Test Case Development

The first release to be adopted by GCF certification 
was published in April 2014 and since then, three 
more releases of GSMA TS.27 have been intro-
duced. The total number of test cases defined 
within GSMA TS.27 counts more than 600 with 
V6.0 of GSMA TS.27 and the majority of these 
tests have been introduced in GCF work items.

Latest Published Version of TS.27 V6.0

In June, GSMA published an updated version of 

the TS.27 NFC Handset Test Book which further 

enhances the testing scope. With the release of 

GSMA TS.27 V6.0, a number of new tests have 

been defined, and test cases from NFC Forum have 

i

been referenced. The expanded scope of testing 

covers the following areas (also shown in figure 1):

■ Remote management of NFC services (D)

■ General device support (E)

■ Android-specific test cases (F)

■ NFC Forum tag operation test cases (A)

A total of 46 new tests have been added and 26 

tests from NFC Forum test cases are referenced.

GCF Coverage

The Global Certification Forum (GCF) – consist-

ing of mobile network operators, mobile device 

manufacturers and test industry – aims to ensure 

interoperability and conformance of mobile devic-

es according to recognized standards by providing 

global and standardized tests and certification 

criteria for mobile devices. 

The GSMA NFC Handset Test Book has been 

adopted by GCF in several steps along with the 

TS.27 releases from GSMA and therefore various 

work items are defined within GCF. The first GCF 

work item was introduced in GCF in April 2014 

based on GSMA TS.27 V3.0. 
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COMPRION UT³ Platform is the unique test plat-

form that allows – in only one box – running 

conformance tests for GCF USIM/USAT, the new 

NFC Test Book, NFC Forum and for upcoming ad-

ditional requirements (EMVCo in preparation). 

There is no need for additional equipment. 

Furthermore, the UT³ Platform is unrivalled for its 

fast execution time, for its embedded user-friend-

ly debugging features and for its high measure-

ment accuracy. With COMPRION, you have all in 

one: one tool and test bench provider, meaning 

you also have only one interface for subsequent 

support, maintenance or update requests.    

Many Requirements – 
One Solution

GCF

GSMA NFC Handset 
Test Book

GCF (and corresponding 
PTCRB tests)

Network-(in)dependent, 
(U)SIM/(U)SAT, UICC

NFC Forum

Analog, Digital, 
LLCP/SNEP

EMVCo

Contact Terminal 
Level 1 Electrical 
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Hajo Sandschneider

Director Marketing
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Most customer enquiries can be satisfied by 

means of our standard COMPRION products. 

But not all! This is when our Customer Solu-

tions Team comes into the picture. They will 

gladly try to fulfil those requests by customiz-

ing our products.

Customization can be done in different ways: 

Either by configuration and parameterization of 

existing standard components or by developing 

extensions for existing products.

COMPRION 
Customized
Test Solutions

Customization@COMPRION

You as the (potential) customer approach us 

with your problem and we will help you to specify 

the requirements. We analyze them in order to 

find out how the standard COMPRION products 

can be re-configured or parameterized to meet 

your demand. If the intended functionality cannot 

be covered by adapting existing products, we 

will implement the missing features by adding 

new components. 

Based on this, the Customer Solutions Team pro-

vides both a technical and a commercial proposal 

for the implementation. After agreeing on the 

route to be taken, we will work on the solution 

until it is tailor-made for your individual envi-

ronment. If requested, we will also assist you to 

set up the solution on your premises and we will 

provide hands-on training with the system.    

The purpose of customizing is the transformation 

of standard software from the delivered condition 

(“as is”) into the state desired by the customer 

(“as desired”) without changing the source code 

of the standard software. 

(Definition translated from the Encyclopedia of 
Business Informatics of the University of Potsdam)

i
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Referring to the COMPRION product portfolio, 

customization can take place by different ap-

proaches:

■ Composition of standard product 

 components to a new customized solution

■ Development of customized 

 test plans and test cases

■ Implementation of software / hardware 

 extensions for standard COMPRION 

 products in order to

 - Extend the feature set of the product

 - Integrate the product into the 

  costumer’s environment

The illustration shows the transformation process 

of the COMPRION standard product to a Custom-

ized Test Solution. The general course of a cust-

omization project is an iterative process. We are 

always in contact with the customer in order to 

discuss and refine the proposed solution.    

Jens Christoph

Head of Customer 

Solutions

The Customization Team

In May 2014, COMPRION established a 

Customer Solutions department in order 

to handle customer requests that can-

not be fully covered with standard prod-

ucts. Starting with a staff of four, we are 

continuously extending our team due to 

rising numbers of customer queries.

Are you interested in realizing your 

individual COMPRION project with us? 

Do not hesitate to contact 

customization@comprion.com.

Requirements
Analysis

Configuration and
Parameterization

Development
of Extensions

Customized
Test Solution

COMPRION
Product

Vodafone Group

Subscription Management on M2M Devices – Simulation of Reprogrammable SIM

Vodafone Group is carrying out an R&D project, which explores new techniques for the over-the-air 

provisioning of subscriptions for ultra-low-cost M2M devices (“Internet of Things”). As part of this 

trial, the used OTA channel protocol and the subscription management itself are subject to test. 

COMPRION reacted to this demand by extending the standard IT³ Prove! software with a toolkit proxy 

and an authentication proxy that tunnel the relevant commands to a Vodafone remote provisioning 

simulation which processes all relevant OTA communication and authentication commands.

gematik

Simulation of German Health Card (‘G2’) with COMPRION Prove 2 Hardware

In the context of introducing the German health card, the gematik – the German national health 

IT body – required an integration of the COMPRION Prove 2 smart card simulator hardware into their 

existing simulation environment of the second- generation health card (“gematik G2 Simulation”) 

to improve the simulation capabilities. COMPRION solved this task by developing an I/O implemen-

tation and a .NET/Java Bridge for Prove 2. These provide all the necessary features to configure and 

control the Prove 2 hardware from the existing Java-based gematik G2 Simulation. 

Incard (STMicroelectronics)

OTAbility Scripting API for Python

Incard wants to test the Secure Channel Protocol functionality (SCP81) of their cards in an OTA end-

to-end scenario. A thorough analysis has shown that a modification and extension of COMPRION’s 

current OTAbility solution is required. Hence, COMPRION has set up a prototype of an OTAbility solu-

tion including a test scenario for use in a Python scripting environment. It contains a scripting API for

a monitoring recorder usable with Move 2 hardware, for an IMS server and OTA server simulation and 

for the remote control of the Rohde & Schwarz network simulator (CMW500 Callbox).

Vodafone Germany

Vodafone’s SIM Technology Centre and COMPRION – A strong, longtime partnership

Vodafone is running the so-called self-certification process for SIM cards where the SIM suppliers 

themselves test their own products based on a dedicated test suite delivered by Vodafone. Currently,

the test suite with all APIs and test scripts comes with more than 100,000 lines of source code, 

covered by more than 1,200 pages of specifications and it is constantly being enlarged with new 

functionalities. In this context, COMPRION has developed several test items covering technologies 

from GlobalPlatform, BIP-CAT-TP or Java Card. In order to guarantee the consistency and quality of 

the source code development at any time, COMPRION has also introduced a Version Control System 

(VCS), which automatically and regularly checks  for incompatibilities with previous releases. 

Thanks to the self-certification process and the test suite, it was possible to increase the test 

automation up to 95% and to reduce the time to market for new SIM products by round about 60%. 

This concept is outstanding in the industry.

Customer Projects

Figure 1: Transformation process 
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testing of an NFC-B carrier frequency (figure 2). In 

figure 2, the red flag shows the location where the 

waveform deviates from the specification. Zoom 

into the relevant location, press [Ctrl]+[V] and read 

the comment (see figure 3 “NFC-B Wave-Form – 

Result: Failed”). You will quickly find out why this 

test has not passed successfully. A monotonically 

decreasing signal between the 90 % and 10 % 

signal levels is stipulated. In our case, you can 

see that this has not happened due to the quick 

rise of the signal shortly before the 10 % thresh-

old has been reached.  

Matthias Krampe

Product Marketing 

Manager

This is just one example of how immensely 

Analog Scope facilitates troubleshooting 

because it has been designed with customer 

benefit in mind.   

COMPRION Insight: 
Troubleshooting with
Analog Scope 

The result report for the UT³ NFC Forum RF Analog 

Test Bench lists several passed and one failed test 

case (see figure 1 “Test Case Execution History”). 

Look at the “Verdict” column showing a white 

Our digital storage oscilloscope, called Analog Scope, which is available for all our test tools, is an 

indispensable aid when it comes to analyzing signal flow on the electrical level. The user interface 

has a “look & feel” that is based on commercial storage oscilloscopes and is designed to display the 

relevant signals in an adequate resolution together with the relevant characteristics and measure-

ment values. The following example from the field illustrates how you can find the cause for a failed 

RF test according to NFC Forum specification with just a few clicks by using Analog Scope.

cross in a red square. Click on the oscilloscope 

button in the same line (figure 1 “Results“ 

column) and the next window will show the 

waveform recorded by the Analog Scope during 

Analog Scope | Product Insights | 29 28 | Product Insights | Analog Scope



The New Professional Version – 

Opening New Testing Possibilities 

The EF Translator transforms the data of an 

Elementary File into human-readable form. To 

quickly find a specific file, you can search with the 

file name, file ID, file description or with parts of 

the translation. Customers who work with differ-

ent cards will appreciate the “File Tree Compare” 

functionality that compares different file trees 

and highlights the differences. 

You can also create your own scripts, which is 

a valuable feature when it comes to performing 

multiple actions on the card. The scripts can 

be stored and executed whenever needed. The 

listing of commands for different applications will 

help you to create the scripts according to your 

needs. It is also possible to create a personali-

zation script that automatically updates the data 

of relevant EFs. You can execute the script in the 

“Command Sequencer”.

If you want to see what happens in the back-

ground, the “APDU Viewer” of the professional 

version traces all commands passing the inter-

face, which helps you to check if the commands 

have been executed correctly. When creating 

a new DF or a new data field, several different 

attributes have to be considered. The “Create” 

functionality guides you smoothly through the 

creation process. Furthermore, you can use the 

“Resize” command to extend the size of a data 

field. As it is sometimes indispensable to print out 

the contents of a scanned card, the new File Tree 

Express Professional also offers the possibility to 

export the file trees into an Excel sheet.     

Where Do I Get the Software? For more infor-

mation on the product, please contact your local 

sales representative or sales@comprion.com. 

You can also purchase File Tree Express 2.1 

conveniently in our COMPRION web shop.

Daniela Wittkamp

Product Manager for File Tree 

Express and Test (U)SIMs

We are pleased to present the latest release of our 

well-known file tree editing tool File Tree Express. 

This intuitive tool was designed to ease the every-

day work with smart cards and their contents. 

File Tree Express is used among others by mobile 

device manufacturers, network operators, test and 

system houses as well as development depart-

ments who need access to a smart card. The easy-

to-use software enables the viewing and editing 

of smart card data on and off the card. 

One Product – Two Versions

File Tree Express R2.1 supports GSM and 

UICC technologies along with SIM, R-UIM, USIM, 

CSIM and ISIM applications. Depending on your 

testing needs, you can choose between two 

different versions: File Tree Express Basic R2.1 

and File Tree Express Professional R2.1.

File Tree Express – 
How to See the Forest
for the Trees

File Tree Express Basic R2.1 offers functionalities 

like Scan, Edit, Find, Copy and Save file trees. 

Choose the basic version, if you want to change 

the contents of a data field or if you want to create 

your own file trees in an easy and convenient way.

File Tree Express Professional R2.1 combines the 

functionalities of the basic version with special 

features such as: 

■ EF Translator

■ File Tree Compare

■ Command Sequencer

■ APDU Viewer

■ Create/Delete/Resize File

■ Excel Import and Export

■ UXP/SIMpml Import and Export

■ Create Personalization Scripts

Do you want to have a compre-

hensive overview of the file trees 

that are hidden in your smart 

card? Do you intend to evaluate 

and configure the card contents? 

In that case, we have the right 

tool for your needs!

Figure 1: File Tree Area
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The German test laboratory CETECOM has ap-

proached us to add their ‘TOM’ test report format 

(TOM = Testing, Organization and Management 

Database, see info box) to COMPRION’s Device 

Test Center software. As a result, it is now possi-

ble to automate processing of test verdicts in the 

‘TOM’ format which is available in the automated 

Automation becomes more and more important, especially as testing cell phones and GCF/PTRCB 

certification are becoming increasingly complex due to new technologies and services like mobile 

payment and the variety of test platforms needed for the different GCF/PTCRB work items.

result report dialog. This specific XML schema 

makes processing of test results for validation or 

approval simple and fast. Furthermore, using an 

automated system avoids errors caused by man-

ual copying and pasting files or inconsistencies 

due to incomplete update routines.    

CETECOM about TOM

The CETECOM Test System Integration software is the 

interface between CETECOM’s TOM Enterprise Web 

Application and the corresponding conformance 

test solutions of the major test system vendors. 

This software translates the test results of a test 

system to the commonly known test cases and re-

quirements as defined by GCF and PTCRB. Further-

more, this software accompanies the complete 

test session or test requests for a TOM project, 

starting with the relevant test cases including cor-

rect test case parameters and PICS/PIXIT values 

on to the test verdicts and test result files from 

the connected conformance test solutions. After 

execution of a test case, the Test System Integra-

tion software will determine the final test verdict, 

and, if available, capture all log files. The commu-

nication between the Test System Integration host 

and the target test system uses secure protocols 

for file exchange.

Wilfried Klassmann

CEO CETECOM

Ever Thought of
Automated Test Reports?

i

If you need a high-quality smart card for testing 

purposes, then we are pleased to offer you our 

top-selling Test (U)SIMs. The smart cards are 

ready for use, but you can also easily configure 

them and hence adopt them to your needs. 

Our Test (U)SIMs enable the user to comprehen-

sively examine the functionalities of a mobile 

device and the correct interaction with the card 

without having access to a live network. Some of 

the biggest customer groups are handset man-

ufacturers, test and system houses and mobile 

phone repair companies.

COMPRION Test (U)SIMs
Smart – Flexible – Reliable

All Test (U)SIMs and accessories for our test 

solutions can also easily be purchased through 

our web shop. Once you have registered and your 

account has been activated, you will be able to 

shop 24 hours a day, wherever you are, paying 

easily by MasterCard or VISA.    

Technologies

GSM, UMTS/

W-CDMA, LTE

Discover our web shop! 24/7

Algorithms

2G XOR/3G Test Algorithm,

MILENAGE Algorithm

Temperature 

resistances

-25 °C to +85 °C

-40 °C to +105 °CSizes

8 K, 32 K, 

64 K, 128 K

Voltages 

1.8 V, 3 V, 5 V

Formats

2FF (Plug-IN), 

3FF (Mini-UICC),

4FF (Nano)

Applications

SIM, USIM, ISIM
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COMPRION Hosted 
PVG68 Meeting

COMPRION
Opens Horizons

The Protestant Church of 

Paderborn, COMPRION’s home-

town, has a partnership with the 

north west district Kusini B of the 

Evangelical Lutheran Church in 

Tanzania. One of the common 

projects is an education fund 

which enables children to attend 

a secondary school. Other than 

the primary school, the four years 

Each year on Holy Saturday (the 

day before Easter), you will see a 

lot of sportive people in Paderborn, 

where COMPRION’s headquar-

ters are. This is because of the 

so-called “Osterlauf” (Easter Run), 

a public running competition. In 

fact, it is the oldest road run in 

Germany still in existence. This 

year, two teams of COMPRION 

employees took part in the 69th 

COMPRION at 
the “Paderborner 
Osterlauf” 2015

edition. We are very happy about 

one team making it into the top 

third. Yet, as with all big, but 

non-professional sports compe-

titions, this event is more about 

sharing the passion with some 

10,000 other people and being 

part of a big event than about 

winning. And rest assured, we 

shared the passion and had a 

lot of fun in the course and on 

the course!

of secondary schools in Tanzania 

are not free of charge. Many 

families cannot afford to pay for 

school fees, books, uniforms, etc. 

The partnership communities in 

Paderborn and Kusini B strongly 

believe that Tanzanian children 

should have the opportunity to 

qualify for higher education by 

attending secondary school.

In another project, the Orphan 

Fund of TAHEA (Tanzanian Home 

Economics Association) cares 

for children who have lost their 

parents to AIDS. Women in 

the town of Mwanza want the 

orphans to remain in their native 

village. They take them up in their 

families and care for their school-

ing, because they don’t want 

them to go into an orphanage 

after the grief of losing their par-

ents. Occasionally, they also care 

for the orphan’s grandparents.

COMPRION Management believes in a good cause and feels the 

need to help others who are less fortunate. In the past year, our 

Managing Directors contributed to different projects in Tanzania.

TESTING NEWSCOMPRION 2015

School in Tanzania

TAHEA Orphan Fund

After opening 

an office in 

New Jersey U.S. 

in 2010, COMPRION 

is now establishing a 

subsidiary in Beijing, China! 

We strive to be in closer contact with our 

Asian customers and to provide faster support, 

thanks to less time difference in the region.

COMPRION has already rented office space in 

the German Centre in Beijing that hosts a grow-

ing number of German companies. The relevant 

documents are presently in the approval pro-

cess and we hope to be operative by the end 

of 2015. We intend to start working with both 

support and administration staff.

COMPRION arranged the 68th PTCRB Validation Group Meeting 

which took place in Singapore on February 25th–26th, 2015. 

Thomas Jäger, PVG chair, states: 

“On behalf of the PVG group I 

would like to thank also again 

our host COMPRION for their 

excellent arrangements.”

Four times a year, international 

delegates sent by network op-

erators, mobile phone and chip 

manufacturers, test labs and 

test platform vendors come 

together to discuss the lat-

est technical requirements of 

PTCRB-relevant issues in mobile 

phone testing.

Among other topics, 54 partici-

pants discussed how to intro-

duce the content of the GSMA 

TS.27 NFC Handset Test Book as 

an RFT 123 (Request for Testing).

Another topic was the testing 

of devices using multiple SIMs. 

As there are no PTCRB/PVG 

guidelines for testing devices 

with Multi-(U)SIMs, a special 

taskforce group was created. 

They will focus on testing prod-

ucts with multiple physical SIM 

cards – rather than a single UICC 

with multiple SIM applications – 

and work on a harmonized pro-

cedure for conformance testing 

of the corresponding terminals.

COMPRION exhibits regularly on the industry’s 

biggest events such as MWC, Cartes/ Trustech, 

CTIA Super Mobility Week or Cards & Payments 

Asia. This is a great opportunity to get a hands-

on experience with our products.

In cooperation with our local agents, COMPRION

also organizes various free-of-charge workshops 

covering the latest technological developments 

from the industry (status of the standardization 

such as GSMA, GTI, SIMalliance, GlobalPlatform, 

ETSI SCP, NFC Forum or EMVCo, GSMA NFC 

Handset Test Book & eUICC, SEAC, OTA Testing). 

We are not only looking forward to welcoming 

our existing customers; we also invite new com-

panies to join the workshops. For dates, further 

information and registration please contact: 

sales@comprion.com

COMPRION Expands 
Eastwards

C
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